Automation Stitches:

Automation Stitches can be used to automate certain actions in response to certain triggers.
Automation stitches automate the activities between the different components in the Security
Fabric, which decreases the response times to security events. Automation stitches can only be
created on the root FortiGate in a Security Fabric. Automation stitches can also be used on
FortiGate devices that are not part of a Security Fabric.

An automation stitch consists of two parts: the trigger and the actions. The trigger is the
condition or event on the FortiGate that activates the action.

Stitch
C Trigger
Reboot
@, Add dela
. x
Action
— FW-Address

The stitch Action execution can be set to either Sequential or Parallel. In sequential execution,
actions will execute one after another with a delay. If one action fails, then the action chain
stops. This is the default setting. In parallel execution, all actions will execute immediately when
the stitch is triggered.

Edit Automation Stitch

Name FW-Objects

Status VESEWEN @ Disable
Action execution € Parallel

Description Create Firewall Object £ 22/255
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On the Security Fabric > Automation page, there are tabs for Stitch, Trigger, and Action. The
Stitch tab is the default view that lists the trigger and actions used in each stitch. Individual
triggers and actions can be created or edited in the corresponding tabs.

Stitch Trigger Action

® View [ Delete [m Clone Search Q

Name ¢ Status ¢ Trigger Actions %

E A Compromised Host @

A Compromised Host Quarantine Disabled & Compromised Host - High 2¢ Quarantine on FortiSwitch + FortiAP
&) Quarantine FortiClient EMS Endpoint

[E §8 FortiOS Event Log @

2 FortiAnalyzer Connection Down @ Enabled & FortiAnalyzer Connection Down 222 FortiExplorer Notification
2 Network Down Disabled = & Network Down 4 Default Email

[E] & HAFailover @

% HA Failover Disabled = & HA Failover 4 Default Email

E & Incoming Webhook @

&% Incoming Webhook Quarantine Disabled = & Incoming Webhook Call ¢ Quarantine on FortiSwitch + FortiAP
&) Quarantine FortiClient EMS Endpoint
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